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Contacting Advanced Instruments

General inquiries

• US or Canada

• Phone: 800-225-4034 from 8:00 AM – 4:30 PM Eastern time

• Fax: 781-320-8181

• Outside US or Canada:

• Phone: +1 781-320-9000

• Fax: +1 781-320-8181

• Email: info@aicompanies.com

• Web: aicompanies.com

Customer Service/Orders

• US or Canada

• Phone: 800-225-4034 from 8:00 AM – 4:30 PM Eastern time

• Outside US or Canada

• Phone: +1 781-320-9000

• Fax: +1 781-320-3669 

• Email: orders@aicompanies.com

Hot-Line™ Technical Service

• US or Canada

• Phone: 800-225-4034 from 8:00 AM – 4:30 PM Eastern time;  
after normal business hours, follow prompts

• Outside US or Canada:

• Phone: +1 781-320-9000

• Fax: +1 781-320-0811

• Email: techsupport@aicompanies.com

http://aicompanies.com
mailto:orders%40aicompanies.com?subject=
mailto:techsupport%40aicompanies.com?subject=
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Chapter 1 

OsmoTECH PRO Data Management 
Features

1.1 Overview

Biopharmaceutical manufacturing involves many 
complex operational steps. Consequently, compared to 
other business sectors that use osmometers, 
biotechnology firms and professionals have stricter 
requirements, and expect their instruments to:

• Ensure the integrity of collected and stored data

• Comply with 21 CFR Part 11 

• Save data over a network connection

• Support Open Platform Communications Unified 
Architecture (OPC-UA) 

• Facilitate paperless labs

• Support active directory servers, eliminating the need 
for local users

The OsmoTECH PRO was developed to meet the needs 
of the Biotech community, and provides an easy-to-use, 
menu-driven touchscreen interface to access them.

Data management features

The OsmoTECH PRO provides the following data 
management features:

• OPC-UA support to easily integrate test results into a 
data management system and/or batch records

• Export data to PDF or CSV to quickly save data to a 
network folder (local save to USB also available)

• Database backup to protect your data (select 
automatic or manual backup)

• Simple Network Time Protocol (SNTP) support for 
synchronizing system time with a network server, 
eliminating the need to manually manage date/time

• Embedded web server to remotely view and manage 
data

• Enable or disable storage of test results data on the 
system

• LIMS/LIS support to easily connect and track samples 
and data

Data and user security features

The OsmoTECH PRO provide the following security 
features that support 21 CFR Part 11 and EU Annex 11 
Compliance:

• Three levels of user access, allowing you to configure 
user accounts that reflect the hierarchy of your team.

• Active directory/ Lightweight Directory Access 
Protocol (LDAP) support that aligns with your IT 
network to minimize manual input.

• Configurable password protection to match your 
company’s internal security requirements.

• Pre-expire passwords that require users to change 
their password the first time they log in, ensuring 
maximum security.

• An automatic logout timer to keep your data safe 
during system inactivity.

• An audit trail that can save virtually unlimited results 
and events records.

• System change management that requires users to 
record a reason for changing instrument settings.

These innovative features in the OsmoTECH PRO are 
explained in more detail in the remainder of this guide.
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Chapter 2

Network (LAN) Configuration

2.1 Setting up network communications

Your IT administrator can help you set up your 
instrument to connect to a network in order to send 
data, back up files, and enable and configure other 
OsmoTECH PRO data management features that require 
a network connection.

The OsmoTECH PRO can connect to a local area 
network (LAN). 

To connect the instrument to a LAN, complete the 
following steps. 

1. Plug an Ethernet cable into the Ethernet connector [A].

A

NOTE: Make sure that the physical network connection 
allows the host computer to communicate with the 
instrument. 

2. Power on the instrument and wait for the Home screen 
to appear.

3. Press  > SETTINGS > NETWORKING and login with 
a user ID and password. 

NOTE: The default administrator username is Admin, and 
the default password is password1.

4. Press the LAN tab.

5. Select one of the following network protocols: 

• DHCP (Dynamic Host Configuration Protocol): A DHCP 
server dynamically assigns an IP address and other 
network parameters to the instrument. 
 
The IP Address, Subnet Mask, and Default Gateway 
are entered automatically, and can change each time 
the instrument connects to the network.

• Static IP: Assigning an unchanging static IP address to 
the instrument makes it easier for other devices to 
contact the instrument over the network.

6. Press  and enter the IP Address.

7. Press  and enter the Subnet Mask.

8. Press  and enter the Default Gateway.

9. Enter a host name (up to 32 characters)—especially if 
more than one OsmoTECH PRO is connected to the 
network. 

10. Press Save.
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Chapter 3

OPC-UA Features and Configuration

3.1 OPC-UA overview1

The Open Platform Communications Unified Architecture 
(OPC-UA) is a platform-independent, service-oriented 
architecture that integrates all of the functionality of 
each OPC Classic2 specification into one extensible 
framework.

This multi-layered approach achieves these original and 
enhanced OPC design goals.

Functional equivalence

OPC-UA adds these enhancements to the OPC Classic:

• Support for discovery of available OPC servers on 
local PCs and networks.

• A hierarchical representation of data in the address 
space—for example, files and folders—allowing for 
discovery of simple and complex structures for use by 
OPC clients.

• Reading and writing of data/information on demand 
based on access permissions.

• Monitoring of data, information, and events, and 
report-by-exception when values change based on a 
client’s criteria (known as subscriptions).

• Clients can execute programs, etc., based on methods 
defined on the server.

Cross-platform support

Platform independence is an essential OPC-UA 
component. This protocol provides the necessary 
infrastructure for interoperability, supporting commonly-
used hardware platforms across the enterprise, from 
machine-to-machine, machine-to-enterprise and 
everything in-between.

OPC-UA is also cross-platform in terms of software, and 
is not tied to any one operating system or programming 
language.

1 Source: https://opcfoundation.org/about/opc-technologies/opc-ua/
2 See https://opcfoundation.org/about/opc-technologies/opc-classic/

Security

The OPC-UA security implementation is firewall-friendly 
while addressing security concerns by providing a suite 
of controls, such as:

• Transport options, such as the ultra-fast OPC-binary 
transport or the more universally compatible SOAP-
HTTPS.

• Session encryption, with messages transmitted 
securely using 128-bit or 256-bit encryption levels.

• Message signing, which ensures that messages are 
received exactly as they were sent.

• Sequenced packets, which eliminates the exposure to 
message replay attacks.

• Authentication using OpenSSL certificates, which 
identifies each UA client and server and provides 
control over which applications and systems are 
permitted to connect with each other.

• User control that can require users to authenticate—
through login credentials, certificate, etc.—for use of 
applications and data.

• Auditing that logs activities by user and/or system and 
provides an audit trail.

Information modeling

The OPC-UA information modeling framework turns data 
into information. With complete object-oriented 
capabilities, even the most complex multi-level structures 
can be modeled and extended. Data types and 
structures are defined in profiles. The existing OPC 
Classic specifications were modeled into UA profiles 
which can also be extended by other organizations.

https://opcfoundation.org/about/opc-technologies/opc-ua/
https://opcfoundation.org/about/opc-technologies/opc-classic/
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3.2 OsmoTECH PRO OPC-UA implementation

The OsmoTECH PRO OPC-UA feature connects the 
instrument to an OPC-UA client. 

The OsmoTECH PRO can send the following types of 
data to an OPC-UA client or any data management 
middlware that understands OPC.

• Test results

• Sample ID and user ID (test results)

• Test details (test results)

• System test count (total number of tests performed)

• Error code (for instrument)

• Serial number

• Software revision and firmware revision

• Date of last calibration

Advanced Instruments OPC-UA Solution
OPC client

dataFEED OPC client

OsmoTECH PRO

, a 

HTTP

Send Asynch

Internet

SCADA*

software/app

OPC-UA Server
OsmoTECH PRO

* Supervisory Control and Data Acquisition, a computer system for gathering and analyzing real-time data

3.3 Setting up OPC-UA

NOTE: OPC-UA requires a network connection—see 
Network (LAN) Configuration. Once you confirm 
the OsmoTECH PRO is connected to a network, 
proceed with these instructions.

To set up the OPC-UA Server on the OsmoTECH PRO, 
complete the following steps:

1. Power on the instrument and wait for the Home screen 
to appear.

2. Press  > SETTINGS > NETWORKING and login with 
a user ID and password. 

NOTE: The default administrator account user ID is 
Admin, and the default password is 
password1.

3. Press the OPC-UA tab and select the Enable checkbox.

4. Press  next to the following fields to enter/change 
information:

 – Server Port: Enter the number of the server port to 
use on the OPC-UA server.

 – Device Name: Enter a unique name for the 
instrument to identify it on an OPC-UA client.

 – Host name: Shows the name of the device hosting 
the OPC-UA server (see Network (LAN) 
Configuration).

 – Minimum sampling interval (msec): Enter the 
minimum rate used by the OPC-UA server to sample 
its underlying source for data changes. The default 
value is 1000 msec (1 second).

5. Press SAVE.

6. Power off the OsmoTECH PRO using the power switch 
on the rear of the instrument, and wait 15 seconds.

7. Power on the instrument and wait for the Home screen 
to appear.
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8. Once the home screen appears, press  and then 
press the LAN tab. 

The address of the OsmoTECH PRO OPC-UA server 
appears in the bottom-right corner of the screen.

If the OsmoTECH PRO is discovered on the OPC-UA 
client, then the setup is successful.
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Chapter 4

Web Server Features and 
Configuration

4.1 Web server overview

A web server (also known as an Internet server) is a 
system that delivers content or services to end users 
over the internet. A web server consists of:

• A physical server

• A server operating system, such as APaCHE, Solaris, 
Linux, etc. 

• Software used to facilitate HTTP communication

An embedded web server loads from the firmware on a 
hardware product, rather than from software installed on 
a network server.

4.2 OsmoTECH PRO web server 
implementation

Using the embedded web server on the OsmoTECH 
PRO, users from anywhere in the world can access any 
instrument that is connected to the Internet or to a LAN.

Using any standard browser, users can access and 
display:

• The latest results (updated every minute) with sample 
ID, date/time, user ID, error message

• The current test status—Testing, Idle, Error

• The test card count

• The last calibration date and number of points

• Assorted system Information—number of tests, serial 
numbers, software/firmware revisions, etc.

• The last 30 events or results records

Copy displayed information from the web page and 
paste into a spreadsheet. Users can also print results and 
other information shown on the web browser to any 
connected printer.

The OsmoTECH PRO web server resides behind the 
network firewall, and only authorized users can access it.

4.3 Setting up the web server

NOTE: The web server requires a network connection—
see Network (LAN) Configuration. Once you 
confirm the OsmoTECH PRO is connected to a 
network, proceed with these instructions.

To set up the web server on the OsmoTECH PRO, 
complete the following steps:

1. Power on the instrument and wait for the Home screen 
to appear.

2. Press  > SETTINGS > NETWORKING and login with 
a user ID and password. 

3. Press the WEB SERVER tab.

4. Select Web Server Enabled and press SAVE.

5. Power off the instrument and wait 15 seconds. 

6. Power on the instrument. 
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7. Press  and select LAN to display the web server IP 
address.

8. Enter the IP address into the address bar of any web 
browser to display, save, and print the data on a 
computer or mobile device.
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Chapter 5

LIS Features and Configuration

5.1 LIS/LIMS overview1

A Laboratory Information System (LIS) is computer 
software that processes, stores and manages data from 
all stages of medical processes and tests.

A Laboratory Information Management System (LIMS) 
can be deployed in settings such as environmental 
testing laboratories, pharmaceutical laboratories, and 
water treatment plants.

The LIS host computer must be running software 
configured to communicate with the instrument based 
on the OsmoTECH® PRO LIS Specification.

5.2 OsmoTECH PRO LIS implementation

The OsmoTECH PRO software supports these CSLI1 
bidirectional and unidirectional communication 
protocols:

• LIS2-A2 (record formats) 

• LIS01-A2 (low level protocol) 

Users can configure the OsmoTECH PRO software to 
automatically transfer available results to the host, or to 
manually transfer results, allowing time for the operator 
to review the data and release the samples.

In bidirectional mode, the OsmoTECH system can 
request sample work order information from the LIS 
when needed.

The LIS can also initiate sending sample work order 
information to the OsmoTECH PRO in advance of sample 
runs. The information is parsed and stored in the system 
for later use. 

1 Source: https://opcfoundation.org/about/opc-technologies/opc-ua/

5.1 Setting up a LIS connection

NOTE: LIS requires a network connection—see Network 
(LAN) Configuration. Once you confirm the 
OsmoTECH PRO is connected to a network, 
proceed with these instructions.

To set up the OPC-UA Server on the OsmoTECH PRO, 
complete the following steps:

1. Power on the instrument and wait for the Home screen 
to appear.

2. Press  > SETTINGS > NETWORKING and login with 
a user ID and password. 

3. Press the LIS tab.

The LAN status icon [A] indicates the network 
connection status.

Gray: Disabled

Red: Enabled and disconnected

Green: Enabled and connected

4. Select the LIS Enabled checkbox [B].

A

B

https://opcfoundation.org/about/opc-technologies/opc-ua/


                                                                                                             Chapter 5 LIS Features and Configuration

13OsmoTECH® PRO Multi-Sample Micro-Osmometer Data Management Guide

5. Select the Mode:

 – Client: The OsmoTECH PRO operates as a network 
client.

 – Server: The OsmoTECH PRO operates as a network 
server.

6. If Client mode is selected, press  next to Server IP 
Address and enter the IP address.

Server IP Address is disabled in Server mode.

7. Press  next to Server Port and enter the port 
number.

8. Select the Send Results mode: 

You can configure the system to send results to the LIS 
system using one of these modes:

 – Automatically: The system sends results immediately 
after each test. If the communication link becomes 
disconnected, the results store as LIS Pending, 
indicated by a number in the LIS indicator circle. 
When the link is restored, the data is sent, and there 
is no indicator number. 

 – Manually: The system accumulates test results in the 
results database until a user sends it to the LIS from 
the Results screen.

9. Select the LIS Mode: 

 – Unidirectional: The OsmoTECH PRO can send test 
result records

 – Bidirectional: The OsmoTECH PRO can receive order 
records prior to running a test.

10. Press PING to test the server connection.

 – Successful connection: PING icon turns temporarily 
from gray to green.

 – Unsuccessful connection: PING icon is red.

11. Press SAVE
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Chapter 6

Network Sharing Features and 
Configuration

6.1 Network sharing overview

Network sharing enables sharing of resources over a 
network to make the resources available to other users 
and computers. Network sharing uses the Server 
Message Block (SMB) protocol, that operates as an 
application layer to provide shared access to files, media, 
printers, and other resources over a network.

6.2 OsmoTECH PRO network sharing 
implementation

An OsmoTECH PRO user can manually or automatically 
send CSV files or PDF files to a designated network 
folder or to a USB drive, as well as backup databases to 
either location.

Users can control how the data is exported—for example, 
in a laboratory where USB drives are not permitted 
inside, a user can configure the instrument to export the 
data to the network, eliminating the need for USBs, while 
still exporting data from the instrument.

The OsmoTECH PRO data backup feature is 
implemented similarly to the data export feature, with 
the added feature scheduling automatic data backups in 
addition to manual backups. 

All data backups are recorded as events for audit trail 
purposes. The feature is also retains data in a remote 
location in case the instrument is damaged or destroyed.

NOTE: This chapter only covers data export and backup 
over a network. Refer to the OsmoTECH PRO 
User's Guide for instructions on data operations to 
a USB drive.

6.3 Setting up network sharing

NOTE: Network sharing requires a network connection 
— see Network (LAN) Configuration. Once you 
confirm the OsmoTECH PRO is connected to a 
network, proceed with these instructions.

NOTE: All procedures in this chapter assume you have 
powered on the instrument and the Home screen 
is showing.

NOTE: Exporting data does not clear data from the 
database, it only copies it to the target location. 
You cannot modify or remove data using the 
Export feature.

To export data to a network folder, complete the 
following steps. 

1. Press  > SETTINGS > DATA MANAGEMENT and 
login with a user ID and password. 

2. Press the EXPORT tab.
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3. Select the Data EXPORT Enabled checkbox.

NOTE: Select Require LOGIN for EXPORT to require 
users to login before they can export data. 
Each export is also logged to the Events 
database with the user name and the date/
time of the export.

4. Select the format for the exported data file—PDF or 
CSV.

5. Select the Network checkbox and press FOLDER.

6. Enter the following information in the SETUP 
NETWORK FOLDER screen:

• User Name: Enter a valid user name of a user who has 
access to the folder where the exported files will be 
stored. This should be a user whose password does 
not expire.

• Password: Enter the password for the user.

• Domain: Enter the login domain for the server. 

• Server: Enter the address of the server hosting the 
share

• Share: Enter the name of the network drive containing 
the network folder.

• Folder: Enter the name of the network folder.

7. Press TEST to verify the connection to the network 
folder.

The instrument performs a series of checks and 
displays Network Folder is valid if the folder is 
accessible.

NOTE: If another message appears, see Network 
share troubleshooting.

8. Press SAVE and EXIT to return to the DATA 
MANAGEMENT screen.

NOTE: You can also select a database from the DATA 
MANAGEMENT screen to export to a CSV file. 

a. Select the data you want to export—Results, 
Users, Events, or Controls.

b. Press EXPORT.

c. The selected data is exported to a CSV file in 
the network folder.

9. Press SAVE on the DATA MANAGEMENT screen.

6.4 Backing up data to the network

To set up the OsmoTECH PRO for automatic or manual 
backup of results and/or system configuration data to a 
network folder, complete the following steps. 

1. Press  > SETTINGS > DATA MANAGEMENT and 
login with a user ID and password. 

2. Press the DATABASE BACKUP tab.

3. Select the Network checkbox and press FOLDER.

4. Enter information in the SETUP NETWORK FOLDER 
screen and test the folder as explained in steps 6 and 7 
under Setting up network sharing.

NOTE: The network folder you select can be the same as 
or different from those configured on the EXPORT 
and SINGLE RESULT EXPORT tabs.

5. To manually backup a database, select Results or 
Configuration and press BACKUP.

6. To schedule automatic backups:

a. Select the database(s) to backup (Results and/or 
Configuration).

b. Select the time of day and frequency of the 
backups.

 – Once a day to backup data daily.

 – Once a week on and select a day to back up 
data weekly.

 – Once a month on and select a day of the month 
to back up data monthly.
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7. Press SAVE.

NOTE: You can view the data in a database backed up to 
a network folder or to a USB stick with the AI DB 
Viewer software. Refer to Using the Advanced 
Instruments DB Viewer Software (p/n CL00126) 
for instructions on installing and using this 
software. The software and instructions are 
included on USB drive with the OsmoTECH PRO 
User's Guide (p/n 222005UG).

6.5 Maintaining databases (administrators only)

NOTE: You should export or backup all databases that 
you plan to before performing this procedure.

To clear data from the results, user, events, and/or 
controls database tables, complete the following steps. 

1. Press  > SETTINGS > DATA MANAGEMENT and log 
in to your administrator account. 

2. Press the DATABASE MAINTENANCE tab.

NOTE: Select the Disable Recording Results in Database 
checkbox to stop saving test results data in the 
results database.

3. Select the database table you want to clear—Results, 
Users, Events, or Controls—and press CLEAR.

4. Press YES on the prompt dialog to confirm clearing 
the database.

A Table Cleared message indicates that the data was 
cleared. A new audit trail database is created with a 
record of the user and date and time when it was 
cleared. 

6.6 Exporting a single result

Use the single result export features allows to send a 
PDF file containing test results to a selected network 
folder each time a test completes, providing operators 
quick and easy access to data. 

The PDF the device name, serial number, firmware/
software revisions, serial number, date/time of test, user 
ID, sample ID, and test result.

To enable single result export:

1. Press  > SETTINGS > DATA MANAGEMENT and 
login with a user ID and password. 

2. Press the SINGLE RESULT EXPORT tab.

3. Select the Single Result PDF Enabled checkbox and 
press FOLDER.

4. Enter the following information in the SETUP 
NETWORK FOLDER screen:

• User Name: Enter a valid user name of a user who has 
access to the folder where the exported files will be 
stored. This should be a user whose password does 
not expire.

• Password: Enter the password for the user.

• Domain: Enter the login domain for the server. 

• Server: Enter the address of the server hosting the 
share
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• Share: Enter the name of the network drive containing 
the network folder.

• Folder: Enter the name of the network folder.

5. Press TEST to verify the connection to the network folder.

The instrument performs a series of checks and displays 
Network Folder is valid if the folder is accessible.

NOTE: If another message appears, see Network share 
troubleshooting.

NOTE: The network folder you select can be the same as or 
different from those configured on the EXPORT and 
DATABASE BACKUP tabs.

6. Press SAVE.

Each time a test is run, its results are automatically 
exported to the selected network folder.

6.7 Network share troubleshooting

Below is a table that contains error messages pertaining to 
network sharing and there possible cause.

Error Possible cause/Suggested action

Network not available Cause: Instrument not connected to 
network.

Action: Secure Ethernet cable 
connection to instrument.

Share not mounted Cause: Required information on 
Setup Network Folder screen is 
incomplete.

Action: Make sure all fields on the 
screen contain information.

Invalid user name, 
password or domain 
for network folder

Cause: User Name, Password, 
Domain, or other folder information 
is entered incorrectly.

Action: Make sure all information on 
the screen is entered correctly.
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Chapter 7

SNTP Features and Configuration

7.1 SNTP overview

The Simple Network Time Protocol (SNTP) is a simplified 
version of the Network Time Protocol (NTP) that 
synchronizes computer clocks on a network. 

SNTP synchronizes the OsmoTECH PRO system time 
with a server that is already synchronized by a source 
such as a radio, satellite receiver, or modem.

The website www.iana.org/time-zones publishes files 
that contains the latest time zone information for the 
whole world. 

7.2 Setting up SNTP

NOTE: SNTP requires a network connection — see 
Network (LAN) Configuration. Once you confirm 
the OsmoTECH PRO is connected to a network, 
proceed with these instructions.

To set up SNTP on the OsmoTECH PRO, complete the 
following steps:

1. Power on the instrument and wait for the Home screen 
to appear.

2. Press  > SETTINGS > DATE & TIME and login.

3. Select the Use Time Server checkbox [A] to 
synchronize the instrument time with the server. 

4. Select the Use Regional Format Settings checkbox 
[B] to automatically set the date and time formats 
based on the language settings on the instrument. 

A

5. Enter the SNTP Server Name or use the default 
server—2.pool.ntp.org.

6. Select a Time Zone.

7. Press SAVE.

B

https://www.iana.org/time-zones
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Chapter 8

User Management Features and 
Configuration

8.1 OsmoTECH PRO user management 
overview

The OsmoTECH PRO offers the following user 
management features:

• Lightweight Directory Access Protocol (LDAP) to 
manage OsmoTECH PRO users and authentications 
on the Active directory server.

• Three levels of user access—Administrator, Supervisor, 
and Operator.

• Pre-expire passwords and set password complexity

• Require users to enter a user ID and/or sample ID 
before running a test

• Authorize users to add comments to results records, 
and require users to add the reason an instrument 
setting was changed (improves test documentation 
and audit trails)

• Automatic logouts (timeouts) based on inactivity.

8.2 Active directory/LDAP overview

Active Directory (AD) is a Microsoft® product that runs 
on a Windows® server and consists of several services 
for managing permissions and access to networked 
resources.

Active Directory stores data as objects. An object is a 
single element, such as a:

• User

• Group

• Application

• Device (printer, etc.)

Objects are usually defined as either resources—such as 
printers or computers—or security principals—such as 
users or groups.

LDAP is an Internet protocol that provides the 
communication language that applications use to 
communicate with other directory services servers. 
Directory services store the users, passwords, and 
computer accounts, and share that information with 
other objects on the network.

NOTE: All procedures in this chapter assume you have 
powered on the instrument and the Home screen 
is showing.

8.3 Setting up an LDAP connection

NOTE: LDAP requires a network connection—see 
Network (LAN) Configuration. Once you confirm 
the OsmoTECH PRO is connected to a network, 
proceed with these instructions.

You or your IT administrator can configure your 
instrument to connect to an LDAP server to enable 
users to log into any instrument on the network with 
their Windows credentials. 

1. Press  > SETTINGS > USERS and login with a user 
ID and password. 

2. Press LDAP.

3. Select the LDAP Enabled checkbox.
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4. Enter the following information (available from your 
IT administrator):

 – Server IP Address–IP address of the domain 
controller/server

 – Server Port–Port number of the LDAP/active 
directory server.

 – User Domain–Suffix needed to make a fully defined/
established user name

 – Base Domain Filter–LDAP directory setup/
organization

 – Administrator Security Group–Name of the user 
group that assign users with administrator-level 
access on the OsmoTECH PRO device software.

 – Supervisor Security Group–Name of the user group 
that assign users with supervisor-level access on the 
OsmoTECH PRO device software.

 – Operator Security Group–Name of the user group 
that assign users with operator-level access on the 
OsmoTECH PRO device software.

NOTE: The Active Directory administrator must 
create these three groups and add the 
appropriate users to them.

5. Press TEST to log in to an active directory account 
and verify the information entered.

8.4 User access (administrator-level and 
supervior-level users only)

OsmoTECH PRO users with administrator-level access 
can run any function available on the instrument.

Supervisor-level and operator-level users have access 
based on restrictions configured by administrator-level 
users.

Features include networking, calibration, control 
information, data management, changing probe 
resistance, date and time, system updating, and 
changing user accounts.

1. Press  >SETTINGS > RESTRICTIONS.

2. Log into your account.

3. If your are an administrator-level user, press the 
SUPERVISOR ACCESS tab to select the functions that 
supervisors can access. 

4. Press the OPERATOR ACCESS tab to select the 
functions that operators can access. 

5. Press SAVE
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8.5 Password strength settings

Users can change these password strength 
requirements for user passwords:

• Minimum number of characters – required length of 
the password (must be between 5 and 16 characters)

• Minimum number of lower case characters

• Minimum number of UPPER case characters

• Minimum number of numeric characters.

• Minimum number of special characters (#, ~, !, etc.)

For added security, assigned passwords can be 
configured to expire or pre-expire so users must change 
their passwords when they first log in.

By default, user accounts can only be disabled—the user 
cannot log in to the system, but their information is 
saved.

All of these password features meet the requirements of 
21 CFR Part 111.

NOTE: The password security settings in this procedure 
are not implemented if LDAP is enabled. 

1. Press  >SETTINGS > RESTRICTIONS.

2. Press the PASSWORDS tab.

3. Set passwords to expire at 30 days, 60 days, 
90 days, 180 days, or never. 

1 https://www.ecfr.gov/cgi-bin/text-idx?SID=f1d8ec3ccc6dcf9a84f5b6c5d9a72c96
&mc=true&node=pt21.1.11&rgn=div5

4. Select the Pre-expire passwords on creation 
checkbox to make users change their password the 
first time they log in.

5. Select the Allow deletion of users checkbox to 
delete user information when a user is removed 
from the active list.

6. Select the password strength options.

7. Press SAVE.

8.6 Requiring IDs for testing

By default, the system does not require users to enter 
the user ID or sample ID before testing.

To require users to enter a user ID and/or sample ID 
before testing, complete the following steps:

1. Press RESTRICTIONS > TESTING.

2. Select the User ID checkbox to require users to enter 
an ID before testing.

3. Select Sample ID to require users to enter an ID 
before testing.

4. Select the Enable Administrators access to perform 
testing to allow all administrator-level users to 
perform tests and calibration.

5. Press SAVE.

https://www.ecfr.gov/cgi-bin/text-idx?SID=f1d8ec3ccc6dcf9a84f5b6c5d9a72c96&mc=true&node=pt21.1.11&rgn=div5
https://www.ecfr.gov/cgi-bin/text-idx?SID=f1d8ec3ccc6dcf9a84f5b6c5d9a72c96&mc=true&node=pt21.1.11&rgn=div5
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8.7 Enabling test result comments

The system includes a feature to add comments to 
results database records. This feature is disabled by 
default.

You can also require users to add the reason for an 
instrument settings change. 

To enable/disable test results comments, complete the 
following steps:

1. Press  >SETTINGS > RESTRICTIONS.

2. Press the COMMENTS tab.

3. Select the user group who can add comments:

 – None (comments not supported)

 – Supervisors Only

 – All Users

1. Press SETTINGS > RESTRICTIONS > COMMENTS

2. Press the Require Reason for all changes in Settings 
checkbox to require users to document the reason 
they changed a setting. 

3. Press SAVE.

Settings changes and comments are stored in the 
events database.

Adding comments to a test results record

If commenting is enabled and you are in the authorized 
user group, complete the following steps to add 
comments to a results record:

1.  Press  > RESULTS.

2. Press-and-hold for two seconds on the Description 
field of a results record. 

3. Log in to your account.

4. Type the comment (up to 48 characters) and press 
Enter.

The comment is added to the Description field for the 
record.

8.8 Setting inactivity timeouts

You can set the instrument to logout and the screen to 
dim after a selected time of inactivity. 

Automated inactivity logouts minimize the possibility of 
an unauthorized party from viewing data or accessing 
the system.

1. Press SETTINGS > RESTRICTIONS > TIMEOUTS.

2. Select an Automatic logout time and Screen dimming 
time. 

Automatic logout time

• 3 minutes

• 5 minutes

• 10 minutes

• 15 minutes

• Never

Screen dimming time

• 5 minutes

• 10 minutes

• 20 minutes

• 30 minutes

• Never

3. Press SAVE.
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8.9 LDAP troubleshooting

Below is a table that contains error messages pertaining 
to network sharing and there possible cause.

Error Possible cause/Suggested action

Failed to PING Server Action: Cause: Instrument not 
connected to network.

Action: Secure Ethernet cable 
connection to instrument.

Cause: Required information on 
LDAP screen is incomplete or 
incorrect.

Action: Make sure all fields on the 
screen contain information. 

Invalid User Name or 
Password. Try again.

User name or password entered 
incorrectly

Invalid Access Level. 
Try again

User logged in successfully, however 
is not allowed into screen based on 
access level.
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Appendix A

OsmoTECH® PRO LIS Specification

Purpose

This appendix describes the bidirectional TCP/IP 
communication link between the OsmoTECH PRO and a 
laboratory information system (LIS) or host computer.

This document is intended for the information systems 
professional responsible for developing a middleware 
driver or application residing on the host computer.

Overview

The OsmoTECH PRO can be connected to an LIS or 
general-purpose computer to exchange information. 
The communication protocols supported by the 
OsmoTECH PRO software are CSLI1 bidirectional and 
unidirectional protocols LIS2-A2 (record formats) and 
LIS01-A2 (low-level protocol).

The communication link allows the host computer to 
transmit sample work orders to the OsmoTECH PRO 
and accept test results transmitted from the OsmoTECH 
PRO. The host work orders provide sample information 
to the OsmoTECH PRO software, but do not select the 
parameters to be measured. The OsmoTECH PRO has 
only one possible measurement cycle.

The type of protocol used is selected from the LIS/LAN 
screen accessed from the SETTINGS menu in the 
OsmoTECH PRO user interface, as explained in the 
OsmoTECH PRO User’s Guide. 

The OsmoTECH PRO software can be configured to 
automatically transfer available results to the host, or to 
manually transfer results to permit the operator time to 
review the data and release the samples. In bidirectional 
mode, the OsmoTECH PRO system can request sample 
work order information from the LIS when needed.

The LIS can also initiate sending sample work order 
information to the OsmoTECH PRO in advance of 
sample runs. The information is parsed and stored in the 
system for later use. An automatic request for sample 
information is generated when a system measurement 
cycle starts and no existing sample ID work order or 
sample record exists in the system.

1 Clinical and Laboratory Standards Institute. This standard was used for soft-
ware development purposes only. The OsmoTECH PRO is not for patient diagnos-
tic use.

Basic operation

Bidirectional mode 
The OsmoTECH PRO can be configured to expect 
download of sample work orders from the LIS. In this 
mode, the OsmoTECH PRO receives work orders at any 
time and stores them for matching with a sample 
presented for test. If no order is found, the OsmoTECH 
PRO queries the LIS for an order matching the sample 
presented. The OsmoTECH PRO still sends a result 
record even if no matching work order is found.

The OsmoTECH PRO also responds to queries from the 
LIS in this mode. It sends back work orders and result 
records matching the appropriate fields in the query 
record.

Unidirectional mode 

The OsmoTECH PRO can be configured to send a result 
record without matching it to a sample work order. A 
default work order is made up just to satisfy the LIS2-A2 
protocol.

Automatic Mode 

The OsmoTECH PRO can be configured to send a result 
record as soon as a test is completed without operator 
intervention. This mode works with either bidirectional 
mode or unidirectional mode as described above.

Manual mode 

The OsmoTECH PRO can be configured to require an 
operator to verify a result before it is sent to the LIS 
system. The operator uses the Results screen to verify 
the result and initiate the sending operation. This mode 
works with either the bidirectional mode or 
unidirectional mode as described above.

https://clsi.org
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Low-level protocol

Physical layer 
The OsmoTECH PRO can communicate with a LIS using 
the TCP/IP protocol. All communications are expected to 
use the character bit sequence, structure, and parity 
sense definitions defined by the X3.15-1976 and X3.16-
1976 ANSI2 standards with signal levels and data 
transmission rates defined by the IEEE3 802.3 standard. 

• Any speed 10 MB/s or higher is acceptable. 

• The physical connection to the instrument is with a 
commercial RJ45F style connector located on the 
back of the instrument.

• Use Category 5 cabling as defined by ANSI EIA/TIA 
568A.

• Use a hub or switch to connect to a laboratory 
network, or a connect to a dedicated host computer 
using a cross-over CAT-5 cable. 

Deviating from the LIS01-A2 protocol, the OsmoTECH 
PRO can be configured as either the client or the server 
in establishing the TCP/IP connection. 

To configure the instrument as a client or server, press 
 > SETTINGS > NETWORKING and then press the LIS 

tab. 

• If the OsmoTECH PRO is the client (usual case), 
configure the IP address and port (default 13003) of 
the host computer.

2  American National Standards Institute
3  Institute of Electrical and Electronics Engineers

• If the OsmoTECH PRO is the server, only the port 
number can be configured (default 13004).

Data link layer 
The OsmoTECH PRO uses the data link layer protocol 
described in LIS01-A2 to establish the connection and 
handle error and timeout conditions. The three phases of 
this protocol are establishment, transfer, and termination, 
(described below). 

At any point, either system can be the sender, with the 
other side being the receiver. In unidirectional mode, the 
OsmoTECH PRO is always the sender and the LIS is 
always the receiver. When neither system is actively 
transferring data, the link is in a neutral state.

Establishment phase

The system with information to transmit initiates the 
establishment phase, which can only occur when the link 
is in the neutral state. A single <ENQ> character (ASCII 
decimal 5) is used to start this phase. 

The only valid responses to the <ENQ> character are:

• <ACK> (ASCII decimal 6)–If <ACK> is received, the 
phase is complete and the initiating system becomes 
the sender.

• <NAK> (ASCII decimal 21)–If <NAK> is received, the 
other system is probably busy handling other requests.

• <ENQ>–The initiating system waits 10 seconds and 
tries sending <ENQ> again. The receiving system can 
also have data to transfer and may send <ENQ> at the 
same time. This is called line contention and is handled 
differently by the OsmoTECH PRO than by the LIS. 

 – The OsmoTECH PRO waits 1 second and then tries 
initiating the establishment phase again. 

 – The LIS should wait a minimum of 20 seconds or 
until it sees the link being in the neutral state before 
trying the establishment phase again.
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Transfer phase

In transfer phase, the sender transmits messages to the 
receiver in frames. Each frame contains a maximum of 
64,000 characters including frame overhead. 

Although the LIS01-A2 standard states long messages 
can be sent by being broken up into multiple frames, the 
OsmoTECH PRO software is not currently configured to 
handle this situation. A frame starts with the <STX> 
character (ASCII decimal 2), followed by a frame number 
which is a single digit from 0 to 7. The first frame in a 
transfer begins with frame number 1 and is incremented 
for each successive frame until it reaches 7. After frame 
7, the next frame is given a number of 0, and continues 
to increment as above. 

The frame number is used to distinguish between new 
and re-transmitted frames. The message part is 
terminated with the <ETX> character (ASCII decimal 3), 
followed by the checksum (see below) and <CR><LF>.

Checksum: The checksum indicates if a frame is 
defective. It is encoded as two ASCII characters and is 
computed by adding the ASCII decimal values of all the 
characters in the frame starting with the frame number 
and ending with the <ETX> character. Only the least 
significant 8 bits are kept and are converted to 
hexadecimal digits making up the two ASCII characters.

Acknowledgment: The sender waits for an 
acknowledgment from the receiver after each frame is 
sent. There is a timeout of 15 seconds upon receiving the 
acknowledgment. 

• If a timeout occurs, the termination phase begins for 
the OsmoTECH PRO, and the entire message is 
re-queued for transmission.

• If a reply of <ACK> is received, the transmission was 
successful and a new frame can be sent.

• If a reply of <NAK> is received, there was an error 
during transmission or in the checksum calculation. 
The frame should be retransmitted within six retries. If 
the limit of six is reached, the message should be 
re-queued for transmission. 

• If a reply of <EOT> (ASCII decimal 4) is received, the 
receiver requests termination of the transmission. In 
the OsmoTECH PRO, this causes the transmission to 
end and the message is re-queued as above.

Termination phase

The sender transmits an <EOT> character to indicate all 
frames have been sent. Both the sender and the receiver 
consider the link to be in the neutral state after the 
exchange of the <EOT> character.

Message layer

The message layer describes content of messages based 
on the LIS2-A2 standard. Any restrictions and 
exemptions will be noted when applicable.

Message content

The following limitations and specifications apply to the 
message content:

• Allowed characters are in single byte, eight bit values 
(Latin-1 character set) in the decimal ranges of 
32 to 126 and 128 to 254, plus decimal values 7, 9, 11, 12, 
and 13. Some fields may be UTF8-encoded as 
indicated.

• The maximum field length within a record is noted in 
the detailed specification.

• The OsmoTECH PRO as a sender always uses the 
following suggested delimiters:

 – Ӏ as field delimiter

 – \ as repeat delimiter

 – ^ as component delimiter

 – & as escape character

• The OsmoTECH PRO as a receiver handles any other 
valid set of delimiters (see LIS2-A2 section 5.4).

• The OsmoTECH PRO does not transmit null values to 
indicate that the value has not changed since the last 
transmission, and does not use received null values.

• Any received fields not required by the OsmoTECH 
PRO are ignored and are not covered in this guide.

• The following record types are not sent by the 
OsmoTECH PRO and are ignored if received: 

 – Comment (C)

 – Scientific (S)

 – Information (M)

• All date/time fields are specified as 
YYYYMMDDHHMMSS where HH is a 24-hour time.

• Universal test ID fields indicate the test type or the 
quality control type.
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Record field contents

In the examples below, the overhead characters of 
<STX> and frame number at the front and checksum 
plus <CR><LF> at the end are not shown. 

Optional fields and UTF8-encoded fields are indicated.

Header record

The fields used in this record are as specified in LIS2-A2:

6.1 Record type ID—H identifies the record as a 
message header record.

6.2 Delimiter definition—The five Latin-1 characters 
immediately following the H record type ID define 
the delimiters used throughout the subsequent 
records of the message. 

 – The second character in the header record is 
the field delimiter.

 – The third character is the repeat delimiter.

 – The fourth character is the component 
delimiter.

 – The fifth character is the escape character.

6.5 Sender ID—This text field defines the sender. In 
the OsmoTECH PRO, this is defined by the 
instrument type and the software version.

6.10: Receiver text field containing the name of the 
receiver, This field is used to verify that the 
transmission is for the receiver. In the OsmoTECH 
PRO, this text is the word LIS.

6.12 Processing ID—Message processing where 
P = production (sample test data) and Q = quality 
control.

Example

H|\^&|||OsmoTECHPRO^V1.0|||||LIS||P|L
IS2-A2|20161110082005<CR><ETX>

Sample information record

The fields used in this record are as specified in LIS2-A2:

7.1 Record type ID—P identifies the record as a 
sample information record.

7.2 Sequence number—Sequence number (integer) 
of the sample record within the message.

7.3 Practice-assigned ID (optional)—Text field 
containing the unique sample ID assigned by the 
practice. 

7.4 Laboratory-assigned ID (optional)—Text field 
containing a unique sample ID assigned by the 
laboratory. 

Example

P|1|PracticeID|LabID<CR><ETX>

Test order record

The fields used in this record are as specified in LIS2-A2:

8.4.1 Record type ID—O identifies the record as a test 
order record.

8.4.2 Sequence number—Number (integer) of the 
order record for the sample.

8.4.3 Specimen ID (optional, UTF8-encoded)—Text 
field containing the unique specimen ID assigned 
by the LIS. 

 If no instrument specimen ID (8.4.4) is specified, 
the specimen ID must be specified.

8.4.4  Instrument specimen ID (optional)—Text field 
containing the unique specimen ID assigned by 
the instrument either from reading a barcode or 
as entered by an operator.

 If no specimen ID (8.4.3) is specified, the 
instrument specimen ID must be specified.

8.4.5  Universal test ID—Text field containing up to four 
parts describing the test. This code is always the 
four-letter code OSMO for the OsmoTECH PRO.

8.4.6 Priority flag (optional)—Single character field 
indicating the priority of the test. The only codes 
recognized by the OsmoTECH PRO are S for 
STAT and R for routine (default). 

8.4.7 Requested/ordered date and time (optional)—
Text field containing the date/time of the order. If 
the date/time is in the future, the system does 
not look for the specimen until after that date/
time.

8.4.8 Specimen collection date and time (optional)—
Text field indicating the date/time that the 
specimen was collected.

8.4.10 Collection volume (optional)—Text field indicating 
the volume of the specimen. If no unit is specified 
(with a component delimiter), the unit defaults to 
milliliters. 

8.4.11 Collector ID (optional)—Text field indicating the 
ID of the specimen collector. 
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8.4.12 Action code (optional)—Single character 
indicating the action to be taken when the order 
is received. See the definition of the codes in the 
LIS2-A2 document. 

8.4.15 Date and time specimen received (optional)—Text 
field indicating the date/time of receiving the 
order. 

8.4.16 Specimen descriptor (optional)—Text field 
indicating the type of the specimen. 

8.4.17 Ordering physician (optional)—Text field 
indicating the name of the ordering physician. 
Parts of the name should be separated with 
component delimiters rather than space 
characters.

8.4.18 Physician’s telephone number (optional)—Text 
field indicating the telephone number of the 
ordering physician. 

8.4.19 User field number 1 (optional)—Text field sent by 
the requester and returned with the response. 

8.4.21 Laboratory field number 1—Text field definable for 
any use by the laboratory. This field is optional.

8.4.23: Date and time results reported—Text field 
indicating the date/time that the order was 
reported back with the result. The OsmoTECH 
PRO always includes this field in reports sent to 
the LIS.

8.4.26 Report type (optional)— Single character 
specifying the type of the report. See the 
definition of the codes in the LIS2-A2 document.

Example

O|1|3MA005||^^^||20161110082002| 
20161110082002||0.000||||| 
20161110082002||||||||20161110082002| 
||<CR><ETX>

Result record

The fields used in this record are as specified in LIS2-A2:

 9.1 Record type ID—R identifies the record as a result 
record.

9.2 Sequence number—Sequence number (Integer) 
of the result record associated with the preceding 
test order record. 

9.3 Universal test ID—Text field containing up to four 
parts describing the test. This code is always the 
four-letter code OSMO for the OsmoTECH PRO.

9.4 Measured value—Number (Integer) indicating the 
osmolality value.

9.5 Units—Text field indicating the units for the 
preceding value. This is always mOsm/Kg H2O 
for the OsmoTECH PRO.

9.9 Result status (optional)—Text field containing the 
status of the test. See the LIS2-A2 document for 
the possible codes. T

9.11 Operator identification (optional, UTF8-
encoded)—Text field that identifies the operator 
who performed the test and possibly also the test 
verifier, separated by a component delimiter.

9.12 Date/time of start of test—Text field containing 
the date/time the test was started.

9.13 Date/time of end of test—Text field containing 
the date/time the test finished.

9.14 Instrument Identification—Text field containing 
the OsmoTECH PRO serial number.

Example

R|1|^^^OSMO|51|mOsm/Kg H2O||N|N|F| 
|OperatorID|20161027142723| 
|17010095A<CR><ETX>
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Request information record

The OsmoTECH PRO can use this record to request the 
order for a sample if it is not already present. 

The LIS can use It to request results from previously 
measured samples.

The fields used in this record are as specified in LIS2-A2:

11.1 Record type ID—Q identifies the record as a 
request record.

11.2 Sequence number—Sequence number (integer) 
of the request. 

11.3 Starting range ID—Text field containing the 
starting record to look up. It can have up to three 
components: 

 – The first must be the sample ID (see 7.3 and 
7.4) or blank

 – The second must be the specimen ID (see 
sections 8.4.3 and 8.4.4) or blank. 

 A wildcard character of * can be used for both 
sample ID and specimen ID to indicate partial 
matches. 

 Either a sample ID or a specimen ID must be 
indicated (wildcard only is fine). 

11.5 Universal test ID—Text field containing up to four 
parts describing the test type requested. This 
code is always the four-letter code OSMO for the 
OsmoTECH PRO.

11.6 Nature of request time limits (optional)—Text field 
containing the base for the time request 
described below. 

 – R (default) indicates the result test date.

 – S indicates the Specimen collect date and. .

11.7 Beginning request results date and time 
(optional)—Text field containing the oldest date/
time to use in the look up. Defaults to all times if 
date/time indicated.

11.8 Ending request results date and time (optional)—
Text field containing the newest date/time to use 
in the look up. 

11.9 Requesting physician name (optional)—Text field 
containing the name of the doctor requesting the 
result.

11.10 Requesting physician telephone number 
(optional)—Text field containing the telephone 
number of the doctor requesting the result. 

11.11 User field (optional)—Text field containing any 
special instructions for the request.

11.13 Requesting information status codes (optional)—
Text field containing the status of the request. 
See the LIS2-A2 document for the codes and 
their meaning. 

Example

Q|1|A*^SP1^0|||R|20110517105358\| 
DoctorXYZ|123-456-7890|Extra||N<CR> 
<ETX>

Message terminator record

This record is used to signify the end of a message.

The fields used in this record are as specified in LIS2-A2:

12.1 Record type ID—L identifies the record as a 
terminator record.

12.2 Sequence number—Sequence number (integer) 
of the request. 

12.3 Termination code (optional)—Single character 
indicating the status of the message. See the 
LIS2-A2 document for the possible codes 
(defaults to N for normal if code is missing).

Example

L|1|N<CR><ETX>
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